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PINI1: X PINI: | ANTL PIN1: LED
PINZ2: | RX PINZ: | ANT2 FINZ: | +SV(DC)
PIN3: == 1 PIN3: | GND |
PIN4: | GND
PINS: | +3V(DO)
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RFID_first_test | Arduino 1:1.0.4-1kaliO - | O

File Edit Sketch Tools Help

RFID first test

4 Example 15.1 -~
int datal = @;
wold setup()

{

Serial .begin (9800 ;
void loop()

if (Serial availablef} = @) {

A# read the incoming number on serial RX
datal = Serial.read(}

A4 display incoming number

Serial .printlnidatal, BIM);

1

1

yte maximum)

Arduing Uno an
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[dev/ttyACMO =

10
110101
110100
110000
110000
110010
111001
110011
1000001
1000010
111000
1000110
1000110
11

b

Autoscroll Mo line ending ‘ v I l9600 baud ‘ v ‘
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Transmit
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RFID Transmitted Signal
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/*

Developed by Abdallah Ali Abdallah

Modified to run on Arduino Uno or similar boards

based on (Arduino Mega + RDM630 RFID) code - which
you can find it in the following link
http://maniacbug.wordpress.com/2011/10/09/125khz-rfid-
module-rdm630/
http://arbitraryuser.com/2013/04/16/rdm630-125khz-rfid-r
eading-with-the-arduino-mega-2560-r3/

connect Tx Pin(1) in RDM630 to DigitalPin (2) in arduino

*/
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Seriall.begin(9600);
Serial.printin("RFID Ready");

}

void loop()
{
if (Seriall.available()){
delay(20);
buffer_at = buffer;

while ( buffer_at < buffer_end )

{
}

tagfound = true;

Seriall.end();

Seriall.begin(9600);
}

if (tagfound){
buffer_at = buffer;
uint32_t result = 0O;

*puffer_at++ = Seriall.read();

// Skip the preamble
++buffer_at;
// Accumulate the checksum, starting with the first
value
uint8_t checksum = rfid_get _next();
// We are looking for 4 more values
inti = 4;
while(i--)
{
// Grab the next value
uint8_t value = rfid_get_next();
// Add it into the result
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result <<= 8;

result |= value;

// Xor it into the checksum
checksum ™= value;

/] Pull out the checksum from the data
uint8_t data_checksum = rfid_get_next();

// Print the result
Serial.print("Tag: ");
Serial.print(result);
if ( checksum == data_checksum )
Serial.printin(" OK");
else
Serial.printin(" CHECKSUM FAILED");

// We're done processing, so there is no current
value

tagfound = false;

}
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993y d>g) ] 398l 204y @8
Jazall pasiien 3ol aa 3 gisgayl o RDM630 .o clludl A3y elsd

3l dglae e 582 s Sl dalsa b Byl 2 63,

RFID_Serial_Work | Arduino 1:1.0.4-1kali0 - | O

File Edit Sketch Tools Help

RFID_Serial_Work

A B
Created by Abdallah Ali Abdallah B
Modified to run on Arduino Uno

based on (Arduino Mega + ROMS30 RFID) code - which you can find it 3

http://maniachug.wordpress.com/2011,/10/08,/125khz- rfid-module - rdm&30,
http: sfarbitraryuser. com/2013,/04.18/ rdmE30-125khz - rfid- reading-with-

connect Tx Pin 1n RDM&30 to DigitalPin (2] in arduino
*f
#include =SoftwareSerial. h=

#define rxPin 2
#define txPin 3

/fcreate a Serial object RFID
SoftwareSerial Seriall= SoftwareSerial (rxPin, txPin):

uints_t buffer(14];
uints t* buffer at:

(<]

byte maximum)

Arduine Uno on
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Multi Prox Card
V1.0 Prototype
~ 2010 Doug Jackson
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Oracle VM VirtualBox Manager - (O
File Machine Help
{:} - <} Details | 2l Snapshots
New Settings Start Discard SEESS
Welcome to VirtualBox!

The left part of this window is a list of all virtual machines on your computer. The list is

empty now because you haven't created any virtual machines yet. [ "”_' :
In order to create a new virtual machine, press the New button in & = -
the main tool bar located at the top of the window. y’

1
You can press the F1 key to get instant help, or visit oy g

www . virtualbox.org for the latest information and news.

eliSay eslual L35 pUAS uKid Olylaco] sl pasiins ol Ul 5
Application> System Tools> Oracle VM duils ;o zaliydl S
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bz
Oracle VM VirtualBox Manager

File Machine Help
E]

New | Settings Start Discard

Welcome to VirtualBox!

The left part of this window is a list of all wir
empty now because you haven't created any "

(Victim Windows Xp @l wiyizl) aagll

Create Virtual Machine

Name and operating system

Please choose a descriptive name for the new virtual machine
and select the type of operating system you intend to install on
it. The name you choose will be used throughout VirtualBox to
identify this machine.

Name: |Victime Windows Xp l

i
Type: | Microsoft Windows G &

Version: |‘~.n'\u’indows XP

| Hide Description | | Next> | | Cancel |
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Create Virtual Machine

Memory size

Select the amount of memory (RAM) in megabytes to be

allocated to the virtual machine.

The recommended memory size is 192 MB.

——————————————— | 256 MB

4 MB 3584 MB

Create Virtual Machine

Hard drive

If you wish you can add a virtual hard drive to the new machine.
You can either create a new hard drive file or select one from

the list or from another location using the folder icon.

If you need a more complex storage set-up you can skip this
step and make the changes to the machine settings once the

machine is created.

The recommended size of the hard drive is 10.00 GB.

' Do not add a virtual hard drive

(@) 'Ereate a virtual hard drive now|

O Use an existing virtual hard drive file
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Create Virtual Ha;d Dirive

Storage on physical hard drive

Please choose whether the new virtual hard drive file should grow as it is us:
(dynamically allocated) or if it should be created at its maximum size (fixed siz

A dynamically allocated hard drive file will only use space on your physical
drive as it fills up (up to a maximum fixed size), although it will not shrink agi
automatically when space on it is freed.

A fixed size hard drive file may take longer to create on some systems but is
| faster to use.

@ ?Dxnamicall_y allocated

O Fixed size

10 ooy &yl do Ll dpdny clugs syl Jae ayusl 13] Yl Jows Sle
Koy 9 lowx 10 pooy blo Jany PL‘éVituaIBoxJI &AU).) QT.LM >
el de sy jeazy 9 angll elugs 541!

doLua 0Bl o el zalisdl poiewd dynamic Jl duas cyust 13] Ll
Lo Lo 300 (i M sy - calall do L s oy o) 9 &Kao
da> slsjy 9 1dd e 10 dans> ala Jany L8 Virtualbox JI s
ST eluns 33gl o el 29l Sl lgdlo] oy Al bl sk
oy A il Jas) Aol dle 350 ol a8 grwstl LB 5 Wgse

lwe> 300
dynamic hard-disk JI 45 a5 8ISl palys gean o Sl 3aYl o
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Create Virtual Hard Drive

File location and size

Please type the name of the new virtual hard drive file into the box below or cﬁ&on
the folder icon to select a different folder to create the file in.

Victime Windows Xp| ] ‘ |

Select the size of the virtual hard drive in megabytes. This size is the limit on the
amount of file data that a virtual machine will be able to store on the hard drive.

e s 10.00 GB
4,00 MB 2.00TB/

byl b setting 55 le baall Lo 4l sglasdl g jaasgsll caaid
Slglawdl dadle e bha sl o storage Lusl @i (New ilaw) golall

Jeaias Lol 1SO )l als 43LeY elli o davasall

= General
System
Display

B Audio

=P Network
@ Serial Ports
& UsB

& Shared Folders

Victime Windows Xp - Settings

Storage
Storage Tree Attributes
@ Controller: IDE CD/DVD Drive: |IDE Second ¢ || Qv|
€] Victime Windows Xp.v... [ Live CD/DVD

Information

Size: -- @

Location: --

Adbbocbnd Ta,
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Choose a virtual CD/DVD disk file...

Host Drive HL-DT-ST DVD+-RW GAL1O0ON  (sr0)

Remove disk from virtual drive

Blghull Gl Lle cormng gl almall s @f closliy Lo yus|

@ kali-linux-1.0.3-i386.is0 2.3 GB
@ securityonion-12.04.1-20130605.is0 1.2GB
@I ubuntu-12.04.2-desktop-amd64.iso 695.0 MB
&) ubuntu-13.04-desktop-amd64.iso 785.0 MB

El Win.7.SP1.ALLEditions.x86.w.|1ES.NET4.Office. 2010.Fully.Activated.i.. 3.3 GB

& Windows.xp.sp3.corporate. student.edition. January. 201 2.iso 698.7 MB
@ Windows. XP.Professional. OEM.COriginal.Not. Cracked.iso 528.7 MB
@I Windows Server 2003.iso 697.6 MB
5] Xp-WESSOMIS Sp2.iso 645.7 MB

06/13/2013
06/20/2013
03/18/2013
04/24/2013
01/30/2013
01/12/2012
08/26/2011
09/02/2009
11/02/2009

w

lALL virtual optical disk files & l

[concet ][ open |

cslasdl dmaa) lawl Coladl b Lgmasl Lol Dlghadl aul joql by
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Oracle VM VirtualBox Manager

File Machine Help @

- om g
£ 35 s
:} .. _’> {} Details | [ Snapshots
New Settings Start Di - )

= =l General =l preview 7

Mame: Victime Windows Xp
Operating System: Windows XP

ard

(%] system Victime Windows
Base Memory: 256 MB Xp |
Boot Order:  Floppy, CD/DVD-ROM, 1
Hard Disk
Acceleration: VT-x/AMD-V, Nested
Paging

Display

Video Memory: 16 MB m
Remote Desktop Server: Disabled

& storage
Controller: IDE
IDE Primary Master: Victime Windews Xp.vdi (Normal, 10.00 GB)
@ IDE Secondary Master: [CD/DVD]

Windows.xp.sp3.corporate student.edition. January. 2
012.iso (698.69 MB)

XP a9 pllal copasd dlac cng- &l 8300l 3 o3 S

Victime Windows Xp [Running] - Cracle VM VirtualBox
Machine View Devices Help

Windows XP Professional Setup
The following list shows the existing partitions and
unpartitioned space on this computer.
Use the UP and DOWN ARROW kews to select an item in the list.
To set up Windows XP on the selected item. press ENTER.
To create a partition in the unpartitioned space, press GC.

To delete the selected partition, press D.

Disk B at Id B on bus B on atapi [MER]
Unpartitioned space 37 MB

ENTER=Install C=Create Partition F3=Quit

@@FL I @ ERight ctl
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Oracle VM VirtualBox Manager - | O

File Machine Help

. (o ':3 —
g‘:} 1—:’,-}‘ ‘{:}Qe‘:alls | [&] Snapshots

New Settings Start Discard =

Windows = General =l Preview W
dF MName: Victime Windows Xp
@ Operating System: Windows XP

Groups: Windows . 4 .

TN Windows.7 : Victime Windows
W= Saved System XP
[®J5 win.srver.2003 Base Memory: 1089 MB 1
@ powered OFf Boot Order: CD/DVD-ROM, Hard Disk

L Acceleration: VT-x/AMD-V, Nested
Windows.Xp.sp2 (Fres...) Paging
@ powered Off

6;1 de.civ.1.1 B Dispiay,
|"' @ Powered Off Video Memory: 128 MB -
Acceleration: 2D Video, 3D

Metasploitable

e Remote Desktop Server: Disabled
@ Powered Off

Q Storage

Controller: IDE
IDE Primary Master: Win. Xp.vdi (Normal, 40.00 GB)
IDE Secondary Master: [CD/DVD] Empty

# Audio =
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Graphical install
fduvanced options
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File Machine Help

@ o 2

New Settings Start Discard

Windows

Victime Windows Xp
@ powered OFf

L Windows.7
L Saved

win.srver.2003

B & eneion
e
A

de.civ.1.1

@ powered Off
Sparky

@ powered Off

H General
@ System
Display
ﬁ Audio

& Network

boot

Storage

Storage Tree Attributes

CD/DVD Drive: | IDE Second 2 | (&)«

@ Controller: IDE
9 Windows Xp.vdi

[ Live CD/DVD

_ Information

Please choose a virtual optical disk file

@, search
&) Recently U...

|
i root
Desktop

Places

1= L

| File Sustem

Name

| ||zl gparted-live-0.15.0-1-i486.is0

&) securityonion-12.04.1-20130605.is0

EaliSize Modified

ﬂ

132.8 MB 03/29/2013

735.0 MB Thursday

inux-lite-1.0.6-3 2bit.iso

1.2GB

06/20/2013

[AltwrtuaL optical disk files ‘

[ Cancel Open J

7

I Help

Adapter 1: PCnet-FAST Ill (Bridged Adapter, wlan0)

1 Cancel ‘ oK J

e
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Abdallah Ali - Mohamed
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File Edit View Search Terminal Help
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Load Delete  Save Tables  Crack Help Exit [ About
Progress | Statistics ‘ Preferences |

User LM Hash NT Hash LM Pwd 1 LM Pwd 2 NT Pwd

XPPRESP3 aebd4de38... 7a2l1990fcd... empty

Mohamed elcd2ez3fe.. 5fb&8133ed..

Aser Elmasry 7047265f2... ecc78425a... empty

Ahmed Emad  3ef4adOffb... 8846le3al.. empty

Noha Elmou... 48ceZ6a85... 0cc08b7d6... empty

Table Directory Status Progress
b @ XP fre.. /media/Kali.. on disk

Preload: Brute force: Pwd found: Time elapsed: | Oh Om Os
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scracking tables auwl Byeyla Juaou podi of gzl &ladl o8
s doi p o Lenls 1 Saall yudl ©lalS e e gouod Joli o
pastiiud e "B 3193l o Jslall” sl Bys Aol ol plasraly
IO pandl lpany pa LeeS 5 9 Bgyadl o Wlegana Jac 8 duddl oda
5998 Joax puly Bymy ol Joax B lgaddad o Loyl @f dSaall 3kl
ophcrack dsjsi b 8392 gall Jolazdl Y rainbow table #3all

bl Jgaadl L uasd) ophcrack Jglas Jiasd @890 ] d>gs
o Windows Xp dabl yaid yusS e o8 lgans Jolas Suc soctuwcel)
e ,windows vista, windows seven dabl yaid yuS e ya18 4=

<1 la~ 9 L‘Jf uL’gg L A)l ﬁis-l_e
http://ophcrack.sourceforge.net/tables.php

These tables can be used to crack Windows XP passwords (LM hashes). They CANNCT crack Windows Vista and 7
passwards (NT hashes).

german

special | & xp_special(7.5GB)
mixedalphanum xp_iree_small(380MB) and xp_iree_{ast(703MB)
length | 1-4 5 | 6 7 8 9 |m | 1" ]12 ‘ 13

14 |15 ‘WE

XP free small (380MB)
formerly known as SSTIC04-10k
Success rate: 99.9%
Charset: 012345678%abedefghijklmnopgrstuvwxyzABCDEFGHIKLMNOPQRSTUNVWXYZ

mdssum: 17cfa3fc613e275236c1f23eb241beas

XP free fast (703MB)
formerly known as SSTIC04-5k
Success rate: 99.9%
Charset: 012345678%9abcdefghijklmnopgrstuvwicyzABCDEFGHIKLMNOPQRSTUVWXYZ
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2oy bl ae @5 wlalall bag o elay @08 dcuwliall Jolaadl Jand asy
slesl o B pliad deucd Jl daSlall JI do gy el g ophcrack
kali> Password Attack>Offiline attack> OphCrack

Applications  Places @ Sat Jul 20, 5:24 AM

Accessories

&
W, cachedump
o
S, chntpw
S
&, cmospwd
"y
\ crunch
S
\ dictstat
S
W, ferackzip
"y
\ hashcat
S
\ hash-identifier
o GPU Tools > Ny
john

%
\ jehnny

S
> My tsadump

&, maskgen
o
\ oclhashcat-lite
S
\ oclhashcat-plus

opherack

Y
&, ophcrack-cl
S
"y, policygen
"y
\ pwdump
S
N, pyrit
N

%D Electronics

28 Graphics
@ internet >

Kali Linux 3| \ Top 10 Security Tools
[ office

£ Programming

>
Q Information Gathering

»
w Vulnerability Analysis
B8 sound & video >

Web Applications

System Tools
@ Universal Access >

o Wireless Attacks
%k Exploitation Tools
&% sniffing/Spoofing

P& Maintaining Access

€2 Reverse Engineering

3% Stress Testing

£ Hardware Hacking
. Forensics
[l Reporting Tools

QJT System Services

Table Selection

Table Directory Statu . . "
boa g ! f
[ @ Unknown fhdd/Hack-Lab/Tables/vista_prob on dis . t bl R i
@ XP free small not insta gﬁ a €s 4_’9'073
@ XP special not insta N
@ XP german vl not insta (Q_J 169—]&” ‘b:’)—‘-‘“”
@ XP german v2 not insta|= . »
@ Vista special not insta k_;—LC b&—lo-“-) ‘Q—B
@ Vista free not insta .
@ Vista nine not insta A >9 InSta II
@ Vista eight not insta
@ Vista num not insta C)l (A (Jl (1\
@ Vista seven not insta| |
@ XP flash not insta g;gé % l Jg‘ > |
. R = : — s
@ = enabled 2 = disabled @ = not installed l'é"‘&‘.)*.‘"?
a v @ > ] Install oK

o Al B basl
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load 3) ulc.b&,alb é_U.Sg SAM ala JAAN

Select the directory containing the encrypted SAM and SYSTEM files.

media || C864CBC764CBB70A " WINDOWS || system32 cnnfig]
Places ‘ Name Size Modified
'@ Search =1 systemprofile 06/12/2013
& Recently Used AppEvent Evt 64.0KB O
3 root default 240.0 KB
Desktop default.LOG 8.0 KB 01:01
& File System default.sav 92.0 KB 06/12/2013 [
11 GB Filesy... SAM 256.0 KB 05:22
= Kali Live SAM.LOG 80KB 0L01
| SecEvent.Evt 64.0 KB 06/12/2013
SECURITY KB 02:00
CURITY. LOG 12.0 KB 01:01
software 9.2 MB
software.LOG G KB
software.sav
g = Event Evt 64.0 KB 3
i

B sl g crack o Lle bas! o3

ophcrack HI!JI.-
D, v & o @ e
2. .o
Load Delete Save Tables Crack Help Exit Y About
Progress | Statistics [ Preferences I
User ™~ LM Hash NT Hash LM Pwd 1 LM Pwd 2 NT Pwd
XPPRESP3 aebd4de38... 7a21990fcd... empty
Mohamed elcdZeZ3fe... 5fb8133ed...
Aser Elmasry 7047265f2... ecc78425a... empty
Ahmed Emad 3ef4adOffb... &846le3al.. empty
Noha Elmou... 48ce26a85... 0cc08b7d6.. empty
Table Directory Status Progress
b @ XPfre.. /media/Kali... on disk

Preload:

Brute force:

Pwd found:

Time elapsed:
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3938l SlalS guanr 3.ald b any 45l Al

2.0 & v ® QO 9 o5

Load Delete  Save Tables  Crack Help Exit About
e

Progress ‘ Statistics [ Preferences ‘

User A LM Hash NT Hash LM Pwd 1 LM Pwd 2 NT Pwd
Administrator 31d6¢cfeldl... empty
XPPRESP3  aebd4de38.. 7a21990fcd.. 12345 empty 2G5
Aser Elmasry 7047265f2.. ecc78425a.. EGYPT99 empty Eqypt99
Ahmed Emad  3ef4adOffb... 8846le3al.. FUN2GO empty Fun2Go
Noha Elmou... 48ce26a85... 0cc08b7d6... NOHA empty noha
Table Directory Status Progress

b @ XPfre.. /mnt/hdd/H.. 100%inRAM [
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OphCrack deyjgi olaaiwl

@ OBJECTIF SECURITE

Ophcrack Live CD

'-blca-: to ophocrack Liwe CD. Hit Enter to l:urt‘t inue booti ing
problems? Try entering “slax_auntox” or “slasx_mox"

iz

ol plasciwd J5las Ophcrack Live CD dsyjgi alasciuwl asy

a8 @5 opherack deyigs o elizwl  JIS dayygi Ophcrack
i O

5 3lysdl Lale Jond g 83als 8yguay Jolaadl e gound ooy

eV} ksif 095 4T 3y9.a

EMB] @F el 58 of wilghl Lle dsyigdl pog 9o dlsd clle Lo IS
live cd boot &l Llghull asg 5 Bagll jlg> e doyigll
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P A09 cwd g L,n.«.n:-‘)Lp alasw! d> L,e O Lasall
Sl sl e lgla> Ophcrack dssjg5 @
http://ophcrack.sourcéforge.net/download.php?type=|ivecd
JéSll ole x> 8 @ USB flash Disk  «
Sl ulyl e dlascy @d Universal USB Installer xoliyy ¢
http:;/www.pendriveIinux.com/universaI-usb-installer—easy-as-

1-2-3

1Glghsdl
Universal USB alasciuly elugs- @all e doyigll copniy @8

Installer

=[] x
) PR ] N -<- USB Installer
Ly 2 PeEndrivellnuX. COm e
Choose a Linux Distro, ISOJZIP file and, your USE Flash Drive. Q L),

elect a Linux Distribution fra

e gdropdown to put on your USB
[an Unlisted Linux ISO (Mew Syslinux)

)

mpownloads'-,opha'adi-xp-livecd-EA.D.iso Browse
Step 3: Select your UISE Flash Drive Letter Only Show all Drrives (USE WITH CAUTION)
Format E:\ Drive (Erases Content)

PayPalk
Donate $7

Click HERE to Visit the Universal USE Installer Page for additional HELP

Universal UsE Installer http: /Ty, pendrivelingz:, com

[ create | | caneel

rorm—

S plla slistlg eluga- @Mall o deyjedl alasiiuly Bagiwal jlg=dl Jod
automatic crack _jSaldl yadg:ll



http://www.pendrivelinux.com/universal-usb-installer-easy-as-1-2-3/
http://www.pendrivelinux.com/universal-usb-installer-easy-as-1-2-3/
http://ophcrack.sourceforge.net/download.php?type=livecd
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ophcrack LiveCD
B

OBJECTIF SECURITE

e e o 13 nicarits elermatiges

Ophcrack Graphic mode - automati
Ophcrack Graphic mode — manual
Ophcrack Graphic mode - low RAM
Ophcrack Text mode

Bun ophcrack GUI automatically:

Graphics mode 1624x768
English language
and US keyboard

futomatic boot in 5 seconds...

Rainbow Tables JI 4.:a5 §1sb 4o 45 890y yg3all wlalS yu085

o=a A b~ s/ ~ - h
Lod [wiete Save . Tabies Stop Help Exit

[(Poarm | Smtmtics | e |

— Genenal 5 1 [ Details

o e of s recax b [sarrase Womber of prefis found: (8009
Numbes of Saak [o Number of postfises kound: | 283
Number of false alarms [ Number of start found 283

Num hash/redux per talse alarm [mu

Womber of bmek in index [0

Num of matches in tables [o

Number of tamek in bin [:

Num of matches in brute force:

[o

LI J LI

Number of feek in start: |O

fmt | (Duptoy groste
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Konboot jgjall dal4 qhAT :yuolall (§ljiAVl

WHK . kon-boot . com

» Ron-Boot wver. 2.8 - readyt! 32-/64bit tt?t

» Checking SMAP BIOS entries ...

» Dummy BIDS detected, trying to fix SMAP entries.
» Booting upt - EOT

» Reading original sectort

oo konboot deyjgi elisal cos ¢ yully JadYl 0 diyyhall 0da s
so3all dalS s disi 41y Laga 406 60 (o 31 5 y3yall SLalS pran ass
5y5-as yalodl sy Sl alls olgs i le dayyhll odn sazel do
Syoay ol ol Jadd Buslg 83alg g sall dalS yo Gasedll Aloe JJasiad &850
593 oS LS o i 1S 39a, 0 Restart jleall Jasd Sale] Jom podi f

3285

Ll i e KoNboot dsyjgi ywiai ¥ disludl o3l 1LY
aeai LS MAC Osx Léis all ke §lyas o Lol eliked b joaus

il WIndows 8 wbgugyule o &rasdl Jaall sl ylas o
& doosall oleYl dakisl Boay jeaty



110 33l (o W B T il 1 sl

Konboot yeew o fazdi 2l 206
Microsoft Windows XP 32Bit/64Bit (all versions since SP2)
Microsoft Windows Server 2003 32Bit/64Bit (all versions)
Microsoft Windows Server 2008 32Bit/64Bit (all versions)
Microsoft Windows Vista 32Bit/64Bit (all versions)
Microsoft Windows 7 32Bit/64Bit (all versions including EFI)
Microsoft Windows 8 32Bit/64Bit (all versions including EFI,)

12 0 iyl Lol 4loe kONbOOL o Jo¥l &ilylaoyl idale dbaols
Lo oo lgsle Jgandl eliKays desdin 2012 ale

http://www.piotrbania.com/all/kon-boot

eyl i el Ophcrack
Sy 8y dlo Joaiag) elgooi s el
G yosall dalS o Faoll cla]
Dl ol e sl el_Say
y—=xay dde Jozallg pasii e

oyl
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sl ?L..uéi ear xaald oSay Jb g live cd boot I ?l..\.ﬁd...ul.g dbluy
(I Jodll 5 il e aotia) byaden sl elucys

oy b L LS b s 5ylgll Aludl 1y B oloMax] Sac Ala
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2015 ple o Tedy dawyl elid dabl L5 ol o @8szy o demyacdl

of NTFS wilals alss e Jasy o yuan off ud Jeois alad Koy
3 oS gy cdguwgsSale dabil 5 ylaasiiwall FAT32 ol
gwwewumwumwuw‘&mlﬂ
Sl Josadl gt s alai o soci Jleadl pudd e Joaig
pla S L wilala)l calisa dadlan g elugs 3ylg)l pludl giax
Slale plba 0 gd of mllas aislay ¥ Joaig o) pasiwall &lalall
loaze ;5 il ode duaal poiiw) 4] Joooll axay W g sl

' (Blasdl Olelyz] e Sases

oS aileyigl a8 lgelasiiwl (Say Koonbot sUxs ailylas] psy
!

Gentoo 2.6.24-gentoo-r5 GRUB 0.97
Ubuntu 2.6.24.3-debug GRUB 0.97
Debian 2.6.18-6-6861 GRUB 0.97
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dunla - GrRuB gMaVl pliai Juiwl :dlill §lyial
dilinll

GRUB ygidl g MY slbas olg=s sy sasiiug @lBlyasdl o ¢ o4l lia

o el g s olaygl olel S8 posall Bleall pog deols Lo

Bleall 2o ] zelsll Ll o3 Salall Jebt Sale] basd L] g ol

o 838U b ylusl (Say pogll 1ia | zglgll a2y g recovery mode

- JolSIL 3leadl e Bylacudl g root sisul dusMay yal oYl

(g2l u""’ iiue) oo dasigi- ¢ MBY plad 390

99-12ubuntus-1linuxmintl

GHNU GRUB

Jebian GNUALinux, with Linus
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Recovery Menu (filesystem state: read-only)

resume Resume narmal hoot

clean Try to make free space

dpke Repair broken packages

failsafeX Run in failsafe graphic mode

fsck Check all file systems

2rub Update grub bhootloader

netwark Enable netwarking

Drop to root shell prompt
system-summary System summary
<k >

Jao yiall Olusd sosall &lS e a Sl deols pog cals wiSyall o
a_igJ;>J'$>1249‘ CJ'J'J.le Cj JJFJ*”‘E¥349' aﬂeJSJ IS aj9§**““‘\)39ﬁ5ts as)‘ﬁ
IS B s93all alS 55T plladl ey g Olazgll 0 03l 1o 0 Bgaons

Sleall gog J] b ol @y 830
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JRI alun @l Jgngll aljeiall

83lia il Glus ] Joosl) e384 plis b ool psdall Jyas Koy
CentOS s RedHat dsyigs @ Jo¥!I JLull

GNU GRUB wersion 0.97 (639K lower ~ 744384K upper memory)

CentDS (2.6.32-279.elb6.i686)

Use the T and | keys to select which entry is highlighted.
Press enter to boot the selected 03, ‘e’ to edit the
commands before booting, ‘a’ to modify the kernel arguments
before booting, or 'c’ for a command-line.

dog) SBE ) e baall 08 M dili y9gb o jledl Jubdd ae
2] ALl el yqbd x 3 aall

GNU GRUB wersion 0.97 (639K lower ~ 744384K upper memory)

root (hdQ,0)
kernel sumlinuz-2.6.32-279.elb6.i686 ro root=rdevs/mapper- vy cent-lv ro»
initrd sinitramfs-2.6.32-279.el6.i686. imy

Use the Tt and | keys to select which entry is highlighted.
Press 'b’ to boot, 'e’ to edit the selected command in the
boot sequence, 'c’ for a command-line, ‘o’ to open a new line
after ("0’ for before) the selected line, 'd’ to remove the
selected line, or escape to go back to the main menu.
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[ Minimal BASH-1ike line editing is supported. For the first word, TAB
lists possible command completions. Anywhere else TAB lists the possible
completions of a devicesfilename. ESC at any time cancels. ENTER

at any time accepts your changes.]

<hkernel=auto KEYBOARDTYPE=pc KEYTABLE=us rd_NO_DM rhgb quiet]]

9 lgdis o2 LI g dasdl cquiet dalS asiw s =Yl el k,’e s LS
Enter basl @i single AAKJ l)lacil

ine editing is supported.
lists possible command completions. fAnywhere else TAB lists the p0331ble
completions of a devicesfilename. ESC at any time cancels. ENTER

at any time accepts your changes.]

<hkernel=auto KEYBOARDTYPE=pc KEYTABLE=us rd_NO_DM rhgb single]]

£ £ . . .t
Jany s alo¥l yha i el alol o g Vwasadll Wilely o] o gud s 3 Ial
sdadl oMoy
Welcome to
[Starting udew: [ 1
[Setting hostname localhost.localdomain: [ 1
[Setting up Logical Volume Management: 2 logical volume(s) in volume group “vg_|
ent” now active
[ 1
hecking filesystems

Cent05-6.3-i386: clean, 1542151126888 files, 1182248-4494336 blocks
devrssdal: clean, 48-128816 files, 48284-512888 blocks

[Remounting root filesystem in read-write mode:
ounting local filesystems:

[Enabling local filesystem guotas:

[Enabling retcsfstab swaps:

[rootBlocalhost /14

aol 18 o siall 2o ] Jsosll i Sy 35 La Jusas of ol
.o lll of 18 yusiall
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Tasles lgie Liasd 18 Ll g slax e 4l de-ice cd 1

Thank you for
using Slax

lcome to SLAX Live CD. Hit Enter to continue booting or press F1 for help..

e enable debug mode during the boot phase
copyZram copy all CDdata to RAM (needs 320MB RAM to work
nohotplug A disable HW detection (+try nopcmcia noagp nodma
acpi=off ....... to disable acpissmp

floppy ......... to enable floppy, restores "configsave” from floppy
noauto ......... to disable automounting of disks etc.

noswap . ........ don’t automatically detect and use swap partitions
nohd . R don’t see any harddisks

nocd . e don’t see any cdrom, look for SLAX data on disk
nosound ........ to mute sound instead of raising volume to 7?7
autoexec=cmd . to autostart command “cmd", skip slax login prompt

)
)

ask for wew root’s password before starting slax
enable SLAX webconf feature
webconf ig=ask... to restore your configuration from SLAX website
memtest test RAM with memtest (instead of starting SLAX)
boot: slax copyZram autoexec=xconf:startx ... copy CD to RAM and start Xwin

<- F1 Back Splash F3 ->

slax passu hackedyou_
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eroal jgjoll alold padnd ela uldl Glyiayl
(HoATall
L ¥ay <) OphCrack sl plasie wd agylive Layylall i o 5 o3
john the | y:l>sl 7 law ‘m.uf e o é.l” g john y.gadl @Al)f” pAS s
(gl uLalS),.uSJe 498 ) ripper

selive cd oy b Bugl 5landl Jubion pois of wolbass Gyl oia
e g9 gl S Aol éi of 135 AL o sl S A=l
John aliy

| waol 912.04 gugel play Yoy La0s jlg> Jasy w Jtall lia 8
Jeddicn p o aagll gl slae] o elgidl sny praasiiuall o degana
Pt 5 tlugys gl pLudl e ol Tasis o IS dilshal plasizaly ledl

/etc/ slxall JI Jad i wlalall C_M» o eadl @i g mount Jasy

G575 9 42 Aaaall gralydl g pUadll wllae] whase e Alall lin gginy
ool elawsl e olalall sda ggusxi shadow g passwd ale e
Y oo Sy dalil apaad @ G dawia g Byadn §ygay yoyall OIS 9
SAM Voo aalg ile 5 cpsaasiiuall clawl go ygyall Glaly b ausy
o Passwd il 8 cpueasiiwall clowl g2g o by Goang B pasiuall

shadow wale gé)g)nll lals
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oo IS dny3ei e Home Il alowa ] cpdlall SIS ey podi Gyladl b
etc I-_ I o I X
File Edit View Go Bookmarks Help

Devices < [18¢ 7 Open With GVim « E} Q Searchl

18 GBFi.. & |

{# Open With Leafpad

Computer Open With Other Application...
= Home pnm2pp profite
Cut
Desktop
] Copy
[# File System @
& Trash |_ Make Link \—‘
protos rc.local
A . Rename...
) Browse Net... | <
— Move to > Home
rm

Move to Trash Desktop

L Send To... \_‘

secur Tags... services
| Properties |
— | ES—
shadow: "shadow" selected (1.7 kB)

axlg als u_g oblall xaa k“;ll;;.ll)daiu S5 g yal oYl ylaw i 3 asy
ULl grax oo
unshadow passwd shadow > unshadw-users-passwords
é.uv 9 unshadw-users-password il Jasy g sgb 3ua ale dovw
3uS > ya QJt.a eo¥lchash Il daay sosall OlalS puax e goimes
:L“,ltzJI)ASllg U3 g yoyall dalS 48400 ¢ yuaicdl
john unshadw-users-password
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root@kali: ~

File Edit View Search Terminal Help 3

:~# unshadow pa shadow = unshado
~#

(1 el g cg3 &Ml

)9).4” lals Q_Lc— J_g..a}.” f’_‘.b,b_u' A8 9john @A‘J}) Cuoy I 5)9;@.”
OlalS @ o ol >3 @hmed, omar, mohanned  easciue &M
Bades yik o daguy ygall

: Mon Jul 29

: Mon Jul 28

) (ETA: Mon Jul

2 bbb wdy gyiucw U rainbow tables dcay john xoliy Jasy
o8 &o8 s sall dalS eiS 15] Lol o 338 B o sgsall WilalS 1285 yuS
9@QW{:IM'Oﬁqdﬂi&ag:?blooowygm@ww
Lm0 930 OlalS pog e doddl 0da sausi e dictionary attack e
Lesslio o Lgnsnd Wglonay galisdl podews g dovwall o laas o elis

‘a1 hash Jl e
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Install

Installation type

This computer currently has no detected operating systems. What would you like to do?
© Erase disk and install Ubuntu
warning: This will delete any files on the disk
Encrypt the new Ubuntu installation For security
You will choose a security key in the next step.
Use LVM with the new Ubuntu installation

This will set up Logical Volume Management. It allows taking snapshots and easier partition resizing.

something else
You can create or resize partitions yourself, or choose multiple partitions for Ubuntu.

Quit Back Install Now

Install

Choose a security key:

Disk encryption protects your files in case you lose your computer. It requires you to enter a security key
each time the computer starks up.

Any files outside of Ubuntu will not be encrypted.

Good password

Choose a security key: | @@

Confirm the security key: | @ \“;

warning: If you lose this security key, all data will be lost. If you need to, write down your key and keep it
inasafe place elsewhere.

For more security: Overwrite empty disk space

The installation may take much longer.

Quit Back Install Now
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Install

Who are you?

Your name: | Abdallah| v
Your computer's name: | abdallah-VirtualBox df
The name it uses when it talks to other computers.
Pick a username: | abdallah o
Choose a password: ( 2588286 | Weak password
Confirm your password: ........ ;’;
) Login automatically
© Require my password to login
Encrypt my home Folder
Back Continue
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CPU |Cache | Mainbosrd | Memory | 5PD | About |

Code Neme | Diamondvile

Package | Sacket 437 FCE Atom; l

Technology | 45nm  Core Vaktage | 1153V

Buffer Size: |10 MB ~ Sort Method: |Mean Speed (Descending) v

- : : : ; Specification | IntelcF) Atom(Th) CPL 230 @ 1.60GHz
g\q;:.t:m i "Erntriptjpfgd 792511;:][)9;4 MEaf[L Benchmark T i e
Twiofis 293MBls  J0EMEs  30.0MBs i = e
AES 28.5 MBls 27,4 MBfs 27.9 MBfs Close Sl el O SIINEs Mol IS IR R CO
Serpent E0MBls  24.3MBfs  24.6MBls Instructions MM, SSE, SSE2, S5E3, S35E3, EMBAT

AES-Twcfish 14.2MBfs  14.7MBfs  14.5MBs

Twofish-Serpent 13.2 MBfs 13.4MB/s 13.31B/s gsscfu‘j :;;E;:f ~Clocks (Core #0) -Cache

Serpent-AES 13.3ME)s  13.1MBjs  13.2MBs et Core Speed | T5EINE e e
AES-Tuwofish-Serpent 9.1 MBJs 9.1 MBJs 9.1 MBfs LEEL o ol
Serpent-Twofish-AES 8.7 MB/s 8.5MB/s 8.6 MB/s Mutiolier | ® L1 Inst, IzHBytes

—_
These tests take iz,
place in RAM

Level2 | 512KBytes
L |

Cores | 1 Threads| 2 ‘

‘ersion 1.46

CPU-Z
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» Built-in Keylogger and Trojan Keyboard
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* Build Your Own Security Lab: A Field Guide
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* The Art of Deception: Controlling the Human Element
of Security
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* Metasploit: The Penetration Tester's Guide
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